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Rise of the Machines:
Cyber-Based Liability and Its Attendant Coverage Questions

I. INTRODUCTION

In modern America, interconnected data networks have quickly become ubiquitous and essential to economic life.
However, as these interconnected networks have risen, new risks of loss have arisen as well. Today, news outlets are
filled with stories of computer fraud and network hacking. The manner in which liability for the losses caused by these
new risks is spread among potentially responsible parties and their insurers continues to evolve in novel ways. This paper
provides an overview of an insured company’s potential liability to third parties for data breaches or other cyber risks
and whether and to what extent these risks may or may not be covered by the company’s insurer on either a first-party or
third-party basis.
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I1. OVERVIEW OF CYBER-RELATED CLAIMS ASSOCIATED WITH SECURITY BREACHES

A. Substantive Theories of Data Breach Claims

The increased potential liability for cyber-related and data breach claims against an insured business has tracked the
rise of the interconnected electronic data systems in today’s modern internet-focused economies. These claims typically
stem from the penetration or breach of a network and the exploitation or theft of personal, confidential information.
Defendants implicated in cyber-related claims include almost any business that uses computer networks subject to
unauthorized infiltrations, such as grocery stores,! consumer merchant retailers,? email service providers,? credit reporting
agencies,* financial institutions,> and even video game producers.® Plaintiffs typically pursue these claims as class
actions,’” and, although the plaintiffs in these claims are usually individuals,® businesses occasionally assert them.’

In pursuing these claims, plaintiffs utilize a variety of liability theories, such as negligence and negligence per se,
contract or quasi-contract, state consumer fraud, and other state-specific statutes.!® However, the relatively modern and
novel nature of these claims sometimes makes them an ill fit for traditional legal paradigms and can create a number of
hurdles that the parties must face. In re Michaels Sores Pin Pad Litigation'! illustrates many of the issues that can
affect the substantive theories pursued in these cases. In this case, consumers filed a purported class action against
Michaels Stores (a specialty arts and crafts retailer) after it was discovered that hackers had tampered with
approximately 90 credit card and debit card PIN pads in up to 80 Michaels stores across 20 different states.'?> The
consumers asserted that Michaels failed to use appropriate safeguards to protect against PIN pad tampering, failed to
adequately protect their credit card and debit card information, and failed to promptly and properly notify consumers
of the security breach.’® According to the consumers, Michaels failed to adhere to the standards and requirements
established by members of the payment card industry, such as VISA, to protect against PIN pad tampering.!* The
consumers further asserted that the PIN pad tampering resulted in unauthorized withdrawals from their bank accounts
and unauthorized bank fees.!

In Michaels Sores, the consumers’ complaint asserted a variety of causes of action, including a purported violation
of the Stored Communications Act, the Illinois Consumer Fraud and Deceptive Business Practices Act (Illinois Consumer
Fraud Act), negligence, negligence per se, and breach of implied warranty.'® Michaels moved to dismiss this complaint,
which the District Court for the Northern District of Illinois granted in part and denied in part.

The court dismissed the plaintiffs’ claims under the Stored Communications Act, which prohibits a provider of
“electronic communication service” or “remote computing service” to the public from “knowingly divulg[ing] to any
person or entity” contents of communications stored, carried, or maintained by the service provider.!” The court reasoned
that it could not find that Michaels—a retailer of arts and crafts—qualified as either a provider of “electronic communication
service” or “remote computing service” within the meaning of the Stored Communications Act.'8

The court also dismissed the plaintiffs’ negligence and negligence per se claims. The court rejected Michaels’
argument that the hackers’ intervening criminal acts broke the chain of causation. Although the court recognized that
generally “a defendant will not be held liable for negligence if an intervening criminal act causes the plaintiff’s injury,”
the court also noted that “an exception exists where the defendant’s acts or omissions create a condition conducive to a
foreseeable intervening criminal act.”!® The court concluded that the allegations of the complaint satisfied this exception
because Michaels’ alleged failure to follow the standards established by the payment card industry to protect against PIN
pad tampering “created a condition conducive to a foreseeable criminal act.”20
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Nevertheless, the court found that the economic loss doctrine precluded the negligence claims. It was undisputed that
the plaintiffs sought to recover purely economic losses, and, in Illinois, the “economic loss rule bars a plaintiff from
recovering for purely economic losses under a tort theory of negligence.”?! The plaintiffs argued that their claims fell
within an exception to the economic loss doctrine?? because “Michaels breached a duty owed to plaintiffs independent
of any contractual obligation or warranty.”?® The district court rejected this assertion, finding that this exception to the
economic loss doctrine “only applies to professional malpractice claims where the ultimate result of the defendant’s work
is intangible,” and “[p]laintiffs’ negligence claims do not relate to professional malpractice and the ultimate result of the
transaction was the sale of products to [p]laintiffs, not the provision of intangible services.”?*

The plaintiffs, however, fared better on their Illinois Consumer Fraud Act and implied contract claims. For plaintiffs’
[llinois Consumer Fraud Act claim, the district court sided with Michaels that plaintiffs failed to allege the presence of a
“deceptive practice” within the meaning of the Illinois Consumer Fraud Act because “a plaintiff cannot maintain an
action under the [Illinois Consumer Fraud Act] for a deceptive practice absent some communication from the defendant,
either a communication containing a deceptive misrepresentation or a deceptive omission.”?

But, the court did agree that plaintiffs set forth an unfairness claim. According to the court, under the Federal Trade
Commission criteria for unfair conduct, a company’s lack of cyber security measures coupled with a failure to timely
notify of a security breach could constitute “an unfair practice because such conduct is systematically reckless,
‘aggravated by [a] failure to give prompt notice when lapses were discovered internally, and causing very widespread
and serious harm to other companies and to innumerable consumers.””?® The court found that the allegations against
Michaels supported the presence of an unfairness claim under this theory.?” Similarly, the district court found that a
violation of the Illinois Personal Information Protection Act can constitute an unfair practice under the Illinois Consumer
Fraud Act, and the court found that a violation of the Illinois Personal Information Act was adequately plead.?®

Finally, the court found that plaintiffs stated a claim for a breach of an implied contract. Following the reasoning
adopted by other courts, the court noted “that a jury could reasonably find an implied contract between the defendant and
its customers that the defendant would take reasonable measures to protect the customers’ financial information.”? As
such, the court found sufficient allegations to “demonstrate the existence of an implicit contractual relationship between
[p]laintiffs and Michaels, which obligated Michaels to take reasonable measures to protect [p]laintiffs’ financial
information and notify [p]laintiffs of a security breach within a reasonable amount of time.”3°

B. The Damages Framework for Data Breach Claim

In addition to navigating the application of traditional substantive causes of action, another key question that courts
must consider in data breach cases is whether the plaintiff alleged a sufficient injury to establish standing. Article III
standing requires the demonstration of the presence of “a concrete and particularized injury that is fairly traceable to the
challenged conduct and is likely to be redressed by a favorable judicial decision.”?! However, it is certainly arguable that
some victims of a data breach never suffer any actual damages. For example, in some circumstances, the bank or credit
card company will decline a fraudulent charge. Some credit card companies offer a “zero liability” feature. Oftentimes,
the victim is reimbursed for a fraudulent charge.??

Several cases from the Court of Appeals for the Seventh Circuit have grappled with these issues in the context of
standing for data breach cases.?? Each has set the bar relatively low for a victim of a data breach to establish damages for
standing. In Remijas v. Neiman Marcus Group,** the Seventh Circuit addressed the question of standing and damages in
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a class action lawsuit that arose from a data breach at a Neiman Marcus store where approximately 350,000 credit card
numbers were exposed to hackers’ malware.?> The plaintiffs alleged several theories of damages, including (1) recovery
for lost time and money resolving the fraudulent charges, (2) recovery for lost time and money protecting themselves
against future identity theft, (3) recovery for the financial loss of buying items at Neiman Marcus that they would not
have purchased had they known of the store’s careless approach to cybersecurity, and (4) recovery for lost control over
the value of their personal information.3® The plaintiffs also alleged that they had standing based on two imminent
injuries: (1) an increased risk of future fraudulent charges and (2) greater susceptibility to identity theft.?” The district
court dismissed the suit for lack of Article III standing, finding that the plaintiffs could not properly plead damages to
establish standing.?®

In its review of the case, the Seventh Circuit noted that Article III’s standing requirement meant that the plaintiffs
must allege that the data breach caused a concrete, particularized injury to them; that Neiman Marcus caused that injury;
and that a judicial decision could provide redress for them.3® According to the Seventh Circuit, allegations of future harm
can also establish Article III standing if that harm is “certainly impending,” but “allegations of possible future injury are
not sufficient.”

In reversing the district court and finding that the plaintiffs established standing, the Seventh Circuit reasoned that
standing could be “based on a ‘substantial risk’ that the harm will occur, which may prompt plaintiffs to reasonably incur

41 In this case, according to the court, it would certainly be plausible to infer that

costs to mitigate or avoid that harm.
the plaintiffs have shown a substantial risk of harm from the data breach since the very purpose of the hack was, sooner
or later, to make fraudulent charges or assume those customers’ identities.*? Indeed, according to the court, requiring the
plaintiffs to wait for the threatened harm to materialize in order to sue would create other problems for the plaintiffs. For
instance, the more time that passes between a data breach and an actual instance of an identity theft, the more latitude a
defendant has to argue that the identity theft is not, “fairly traceable” to the defendant’s data breach.*?

The court also rejected the defendant’s argument that mitigation expenses do not qualify as actual injuries where the
harm is not imminent. Distinguishing the Supreme Court’s decision in Clapper v. Amnesty International, the Seventh
Circuit noted that, in Clapper, the Supreme Court addressed a speculative harm based on something that may not even
happen to some or all of the plaintiffs.** Conversely, in this case, the plaintiffs’ risk of harm was not speculative because
the defendant conceded that the security breach took place.*?

The Seventh Circuit dealt with similar issues in Lewert v. P.F. Chang's China Bistro, Inc.#® In Lewert, two diners at
P.F. Chang’s restaurants who used a credit or debit card to purchase dinner brought a putative class action against P.F.
Chang’s after it announced its computer system had been breached and that some consumer credit and debit card
information had been stolen.*” One plaintiff alleged that fraudulent charges were made using his debit card after the
breach. Although his bank did not put the charges through, he immediately canceled the card and then purchased a credit
monitoring service for $106.89 to protect him against identity theft.*® The other plaintiff did not discover any fraudulent
charges or cancel his card, but, after the breach was announced, he allegedly spent time and effort monitoring his card
statements and his credit report to ensure that no fraudulent charges had been made and that no fraudulent accounts were
opened in his name.*’

The district court dismissed the case for lack of standing, and the Seventh Circuit reversed. Relying on Remijas, the
Seventh Circuit found that the plaintiffs alleged types of damages that established standing.>® The plaintiffs alleged an
increased risk of fraudulent charges and identity theft because their data had been stolen. One was at risk for both
fraudulent charges and identity theft. Although the other had already canceled his debit card, he was still at risk of identity
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theft.’! Additionally, although neither plaintiff lost any money as a result of the breach, one of the diners expended funds
to obtain a credit monitoring service while the other spent time and effort monitoring his card statements and his credit
report after the breach.’? The court held that these were the same type of damages that the plaintiffs in Remijas had
suffered and were enough to allege the damages required for Article III standing.>?

III. PRESENCE OF COVERAGE FOR CYBER-RELATED AND DATA BREACH CLAIMS

Understanding the basic contours of cyber-related and data breach claims, the question is whether they are covered.
Like any insurance coverage question, whether and the extent of coverage for cyber-related or data breach claims (either
on a first party or third party basis) depends on the particular language of the policy. However, from a broad view, the
coverage picture can be driven by whether the policy contains endorsements or other language addressing the particular
risks presented by cyber-related or data breach claims.

A. Coverage of Cyber-Related and Data Breach Claims Under Commercial Property and
Commercial General Liability Policies

i. Cyber-Related and Data Breach Claims Under First-Party Policies

Although there are now insurance products specifically designed to cover cyber risks, companies whose property or
business operations are impaired by reason of such events may also potentially obtain coverage under their traditional
property/casualty insurance policies, such as standard-form first-party property and business interruption policies. These

related losses under traditional insurance policies that are not expressly designed to cover cyber losses. An example under
a first-party property and business interruption policy would be a ransomware attack that caused computer systems to be
inoperable resulting in business interruption.

The courts have split on the issue of whether lost data or software is covered under traditional first-party property
policies. Some courts have held that electronically stored data does not constitute tangible property for purposes of
property or business interruption coverage.>* Other courts have found to the contrary, holding that the destruction or
impairment of electronic data is sufficient to constitute “direct physical loss of or damage to property.”> In addition,
some cases have held that the inability to use a computer due to damaged data may constitute a “loss of use” and thus
covered property damage under a first-party policy.>® For instance, in Lambrecht & Associates v. State Farm Lloyds, the
court specifically held that “physical damage” was not restricted to physical destruction to the computer’s circuitry but
also included loss of access, loss of use, and loss of functionality.>”

In response to decisions finding coverage for lost or damaged data as property damage under traditional first-party
property policies, many insurers responded by taking steps to exclude electronic data from the definition of tangible
property and provide coverage under an optional “Additional Coverage” that is subject to a low sublimit. The Insurance
Services Office (ISO) 2007 Commercial Property Form exempts “electronic data” from the definition of “Covered
Property” and provides coverage under an “Additional Coverage” that is limited to “$2,500 for all loss or damage
sustained in any one policy year, regardless of the number of occurrences of loss or damage or the number of premises,
locations or computer systems.” Moreover, the 2007 ISO standard form Business Income (and Extra Expense) Coverage
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Form excludes coverage for electronic data under the main coverage part and provides coverage under an “Additional
Coverage” subject to a $2,500 limit for “all loss sustained and expense incurred in any one policy year, regardless of the
number of interruptions or the number of premises, locations or computer systems involved.” Accordingly, even
assuming the property policy provides coverage for damage to electronic data, the policy will afford only a small amount
of coverage.

Crime policies also generally insure against first-party losses against various forms of theft as well as third-party
losses for theft, forgery, and various other crimes injuring a third party. Insureds are increasingly looking to their crime
policies for coverage in cases involving hacking and social engineering losses, i.e. losses that result from a criminal
tricking a policyholder into wiring funds to a criminal’s bank account (phishing, spear phishing, and whaling). Once
again courts are split on these issues with some courts finding coverage.®

While another recent decision found a lack of coverage under the crime policy, the matter was remanded for the trier
of fact to decide whether the insurer’s disclaimer contained in its insurance quote was sufficient to rebut what the court
found was “misleading language” contained in the quote and the suggestion that a loss from a computer hacker was
covered.” Accordingly, at least in some instances, an insurer will need to review its marketing language to avoid the
potential that such language could be utilized by an insured to assert a fraudulent inducement argument against the insurer
to create coverage that typically does not exist.

Other courts have found no coverage under crime policies for cyber-related losses, holding that the use of email in a
fraudulent scheme is not enough to trigger such coverage if the email use was “merely incidental” to the fraud.®® Courts
have also determined no coverage is afforded for cyber-related losses based on various exclusions contained in the crime
policies.®! Additionally, as with property coverage, some insurers are now addressing these cyber-related risks by offering
specific endorsements that address social engineering risks with more specificity and with various sublimits.

ii. Cyber-Related and Data Breach Claims Under Commercial Liability Policies

Policyholders often seek coverage for cyber-related and data breach claims under third party liability coverage forms,
with little success. The standard commercial liability policy provides two forms of coverage: Coverage A — Occurrence-
Related Property Damage or Bodily Injury Coverage and Coverage B — Personal and Advertising Injury Coverage.5?
Neither coverage provides fertile grounds for cyber-related and data breach claims.

1. Coverage A: Occurrence-Related Property Damage and Bodily Injury Coverage

The standard CGL policy drafted by ISO provides coverage for damages because of bodily injury or property damage
caused by an “occurrence.”® “Property damage” includes both physical injury to tangible property and the loss of use of
tangible property that is not physically injured.®* Prior to 2001, CGL policies were silent as to whether data constituted
tangible property.

When coverage disputes began to arise in the late 1990s and early 2000s regarding whether CGL policies cover cyber
liability and data-related claims, ISO issued a series of amendments to the CGL policy form designed to limit or eliminate
coverage for such claims. For example, disagreements arose between insureds and their insurers with regard to whether
data loss could constitute covered “property damage” under the pre-2001 edition CGL forms. Although most courts held
that data was not “tangible property,” and thus not covered, some courts disagreed and found coverage.®
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In response to this uncertainty over whether data was considered covered tangible property, ISO amended the
definition of “property damage” to specify that electronic data is not tangible property in the October 2001 edition of the
ISO CGL form.®” The 2001 amendment to the definition of “property damage” did not completely eliminate coverage
for claims involving computer programs and software. While liability for damage to data itself may not be covered under
the tangible property limitation included in 2001, claims seeking damages due to the loss of use of tangible property (e.g.,
a computer or server) caused by damage to data (e.g., software) still could be covered.®® Even after the 2001 amendment,
coverage for claims alleging loss of use of tangible property arising out of the insured’s software or data would be covered
unless “the repair, replacement, adjustment or removal” of the insured’s software, without more, would completely
restore the claimant’s property; in this case, the “impaired property” exclusion would eliminate coverage.

ISO decided to further strengthen the intent to remove coverage for damage to data in the 2004 revision to the CGL
policy. This time, a specific exclusion for data-related loss of use claims was added to the policy. This exclusion states,
in relevant part, that CGL coverage does not apply to “[d]amages arising out of the loss of, loss of use of, damage to,
corruption of, inability to access, or inability to manipulate electronic data.”® While insureds had almost no success
seeking coverage for cyber losses under CGL policies before these amendments, not surprisingly, they have had even
less success after these amendments.

Camp's Grocery, Inc. v. State Farm Fire & Casualty Co.”° illustrates some of the challenges faced by insureds
attempting to procure coverage for a data breach under a traditional CGL policy. The plaintiffs in the underlying lawsuit
in Camp’s Grocery were three credit unions that alleged that Camp’s’ computer network was hacked, exposing
customers’ confidential data, including their credit card, debit card, and check card information. The credit unions
claimed that the breach caused them to suffer monetary losses associated with reissuing compromised cards, reimbursing
customers for fraud losses, lost interest and transaction fees, and other expenses.”! The credit unions claimed that Camp’s
was liable for the breach because it failed to provide adequate computer systems, employee training, encryption, and
intrusion and detection systems.”?

Camp’s tendered its defense to State Farm, which had issued a business liability policy to Camp’s with policy
language that largely tracked the language of the ISO CGL form and also contained some first-party coverages. The
liability coverage part of the policy required State Farm to “pay those sums that [Camp’s] becomes legally obligated to
pay as damages because of . . . property damage . . .” caused by an “occurrence,” but the policy specified that “property
damage” does not include damage to “electronic data.””® This coverage expressly required State Farm to defend claims
seeking covered damages.” In addition to the preceding coverages, the State Farm policy contained an “Inland Marine
Computer Property Form” that covered, among other things, “accidental direct loss to . . . ‘electronic data.””””> The Inland
Marine Computer Property Form did not provide for a defense or indemnity for third-party claims.

State Farm rejected Camp’s request for coverage because: (1) the Inland Marine Computer Property Form did not
provide liability coverage; and (2) the liability coverages in the State Farm policy expressly stated that “property damage”
did not include “electronic data.””® The court agreed with State Farm, holding that the Inland Marine Computer Property
Form only provided first-party coverage and, therefore, did not require it to defend or indemnify Camp’s for the
underlying suit.”” In so ruling, the court rejected the insured’s argument that provisions in the Inland Marine Computer
Property Form giving State Farm the right, but not the duty, “to defend [Camp’s], at [State Farm’s] expense, against suits
arising from claims of owners of property” meant that the Inland Marine Computer Property Form also provided third-
party coverage.”® As the court explained, a provision that permits an insurer to elect to defend does not create a duty to
defend.”
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The Camp’'s Grocery court also rejected the policyholder’s argument that the underlying suit sought damages for
covered property damage, thereby triggering the policy’s liability coverage part, because the credit unions alleged that
they suffered “losses for replacement debit and credit cards.””®® The court explained that there were no allegations that
Camp’s acts or omissions caused physical damage to the cards; rather, Camp’s acts or omissions caused damage to
electronic data stored on the cards, and damage to electronic data was expressly excluded from the liability coverage part
of the policy.?!

2. Coverage B: Personal and Advertising Injury Coverage

Given the lack of success in finding coverage under Coverage A of a traditionally written CGL policies, insureds
often turn to the personal and advertising injury provision of Coverage Part B. The term “personal and advertising injury”
is defined as follows:

14. “Personal and advertising injury” means injury, including consequential “bodily injury”, arising out of one or more
of the following offenses:

a. False arrest, detention or imprisonment;
b. Malicious prosecution;

¢. The wrongful eviction from, wrongful entry into, or invasion of the right of private occupancy of a room, dwelling or
premises that the person occupies, committed by or on behalf of its owner, landlord or lessor;

d. Oral or written publication, in any manner, of material that slanders or libels a person or organization or disparages a
person’s or organization’s goods, products or services;

e. Oral or written publication, in any manner, of material that violates a person’s right of privacy;
f. The use of another’s advertising idea in your “advertisement”; or
g. Infringing on another’s copyright, trade dress or slogan in your “advertisement”.%?

None of these categories, however, easily encompasses an insured’s liability for failure to prevent a data breach, and
two courts have agreed that such liability does not fall within the definition of “personal and advertising injury” for
coverage under a CGL policy. For example, in Innovak International, Inc. v. Hanover Insurance Co.,%? the insured,
Innovak, was named as a defendant in several putative class action suits alleging damages from the release of their
personal private information after Innovak was the subject of a data breach.®* The suits alleged that Innovak was the
subject of a data breach when hackers appropriated the plaintiffs’ private information Innovak stored on its software
database, including social security numbers, addresses, telephone numbers and other identifying information.®> The
plaintiffs claimed that Innovak was negligent, and also sought damages for breach of implied contract, gross negligence,
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unjust enrichment and fraudulent suppression.®® As a result, the plaintiffs claimed that they suffered “psychic injuries”
including “stress, nuisance, loss of sleep, worry, and the annoyance of having to deal with issues resulting from the
Innovak data breach.”?’

Innovak tendered the defense of these class action suits to Hanover, which denied coverage. Hanover disclaimed
coverage under Coverage A because the suits only alleged “psychic injury”, and the policy only covered mental anguish,
shock or fright if they result from ““bodily injury’, sickness or disease.”®® Hanover additionally denied coverage because
Coverage A only covers injuries resulting from an “occurrence”, which is defined as an accident, and the plaintiffs’
claims were based on the intentional acts of third party hackers.® Finally, Hanover denied under Coverage A because
the information appropriated by the hackers was intangible, so it could not constitute “property damage” as defined in
the policy.”

Hanover further argued that the plaintiffs’ claims did not fall within Coverage B because Coverage B “necessarily
requires an act or conduct by the Insured for coverage to be present.” However, the suit alleged only that third-party
hackers caused the data breach, not the insured.”!

Notably, Innovak did not contend that the data breach fell within Coverage A. Instead, it argued that it fell within
Coverage B because the underlying suits alleged that Innovak negligently prepared, designed and published software that
allowed private personal information to be known by third parties.®? It further maintained that Coverage B provided
coverage for claims alleging any publication of material that violates a person’s right of privacy, whether the publication
is directly or indirectly committed by the insured.”

The court rejected Innovak’s argument because the underlying complaint did not allege a publication by Innovak.%*
As the court explained, the underlying complaint did not allege that plaintiffs’ private information was ever “published”
by anyone, either the hackers or Innovak. More importantly, though, even if there was some allegation of a publication,
it was not a publication by the insured. Innovak maintained that the complaint alleged that it had published the software,
which was hacked, allowing the plaintiffs’ information to be obtained. However, the court explained that the publication
of the software itself did not violate the plaintiffs’ right of privacy as is required for Coverage B.%

Innovak then pointed to the language of the definition of “personal and advertising injury”” which the policy defined
as the oral or written publication “in any manner” of material which violates a person’s right to privacy.”® Innovak
contended that the words “in any manner” included both direct publication by Innovak and the negligent failure to prevent
third parties from obtaining private information. The court rejected this contention, relying on an unpublished New York
decision, Zurich American Insurance v. Sony Corporation of America,’” which determined that the words “in any
manner” indicated the medium or the kind of way it is being publicized rather than who actually makes the publication.’®
The court stated that even if it accepted the argument that an indirect publication by Innovak was sufficient, there were
no allegations of even an indirect publication. As the court explained, the allegation that Innovak failed to implement
sufficient security safeguards was not an allegation of indirect publication or any publication at all.”

In another case involving a data breach, &t. Paul Fire & Marine Insurance Co. v. Rosen Millennium, Inc.,!% the court
came to a similar conclusion. The insured provided data security services to a hotel corporation, which became aware of
a potential credit card breach at one of its hotels. The data breach was determined to be the result of malware installed
on its payment network, which caused customers’ credit cards to be affected. The insured made a claim under its CGL
policy, but the insurer denied coverage. The insured contended that the customers’ loss of use of their credit cards was
covered as “property damage” and that the data breaches fell within the personal injury offense of publication of material
which violates a person’s right to privacy.
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The court did not address whether the loss of use of credit cards would constitute “property damage” under a CGL
policy because there was no underlying suit and the demand letter from the claimant to the insured said nothing about
the customers’ loss of use of their credit cards.'”! With respect to the personal and advertising injury, the court agreed
with the decision in Innovak and ruled that the personal and advertising injury coverage under a CGL policy covered
only the insured’s publication of private material, not from the actions of third parties.!?

B. Policy Provisions and Endorsements Specifically Applicable to
Cyber-Related or Data Breach Claims

i. First-Party Coverage

A first-party policy with a “computer fraud” coverage provision does not guarantee coverage for a loss caused by
the use of a computer to perpetrate fraud. Rather, as expected and as illustrated by the following cases, the language of
the computer endorsement, facts of the case, and applicable standard of causation for coverage can lead to very different
results.

1. Interpreting the Causation Standard for Coverage for a Computer Fraud Rider

In Retail Ventures, Inc. v. National Union Fire Insurance Company of Pittsburgh, PA.,'% the Court of Appeals for
the Sixth Circuit interpreted the causation standard applicable to a computer fraud rider of a crime policy and affirmed
the judgment in favor of plaintiffs, Retail Ventures, Inc., DSW Inc., and DSW Shoe Warehouse, Inc. Specifically, the
court found coverage under the computer fraud rider to a “Blanket Crime Policy” for losses resulting from a computer
hacking scheme that compromised customer credit card and checking account information for more than 1.4 million
customers of 108 DSW Shoe Warehouse stores.!%

In this case, the hackers used the local wireless network at one DSW store to gain access to DSW’s main computer
system, subsequently downloading credit card and checking account information.'% Plaintiffs incurred more than $6.8
million in stipulated losses and prejudgment interest, of which $4 million was for costs associated with charge backs,
card reissuance, account monitoring, and fines imposed by VISA/MasterCard in connection with the compromised credit
card information.'%

The coverage provision at issue was entitled “Computer & Funds Transfer Fraud Coverage” found in Endorsement
17 of the policy. It provided in relevant part that National Union agreed to pay the insured for: “Loss which the Insured
shall sustain resulting directly from: A. The theft of any Insured property by Computer Fraud; . . . .”1%7 “Computer Fraud”
was defined as “the wrongful conversion of assets under the direct or indirect control of a Computer System by means
of: (1) The fraudulent accessing of such Computer System; (2) The insertion of fraudulent data or instructions into such
Computer System; or (3) The fraudulent alteration of data, programs, or routines in such Computer System.”!% Coverage
under Endorsement 17 applied “only with respect to . . . Money or Securities or Property located on the premises of the
Insured.”!%

National Union did not dispute that the unauthorized access and copying of customer information stored on plaintiffs’
computer system involved the “theft of any Insured property by Computer Fraud.”!''° The issue in dispute was whether

IDC Quarterly Volume 30, Number 2 (30.2.M1) | Page 10
Illinois Association of Defense Trial Counsel | www.idc.law | 800-232-0169

Statements or expression of opinions in this publication are those of the authors and not necessarily those of the association. IDC Quarterly, Volume 30,
Number 2. © 2020. Illinois Association of Defense Trial Counsel. All Rights Reserved. Reproduction in whole or in part without permission is prohibited.



THE ILLINOIS ASSOCI/ RIAL COUNSEL

“c)UARTERLY

the district court correctly found that the loss plaintiffs sustained was loss “resulting directly from” the theft of insured
property by computer fraud.!!!

The district court predicted, in this case of first impression, that the Ohio Supreme Court would follow those cases
that interpret “resulting directly from” as imposing a traditional proximate cause standard in this context.!'? The district
court concluded that “there is a sufficient link between the computer hacker’s infiltration of [p]laintiffs’ computer system
and [p]laintiffs’ financial loss to require coverage under Endorsement 17.”!13 National Union argued it was error to apply
the proximate cause standard.'#

The Sixth Circuit agreed with the district court that the Ohio Supreme Court would apply a proximate cause standard
to determine whether plaintiffs sustained a loss “resulting directly from” the “theft of Insured property by Computer
Fraud.”!'!> Although plaintiffs could not cite any Ohio decision where the court applied proximate cause in the context of
a fidelity bond or commercial crime policy, the Sixth Circuit noted that plaintiffs identified a few Ohio court decisions
in which the court applied a proximate cause standard to determine whether there was a “direct loss” under other kinds
of first-party coverage.!!°

The Sixth Circuit rejected National Union’s position that the “resulting directly from” language required the theft of
property by computer fraud to be the “sole” and “immediate” cause of the insured’s loss, i.€., the “direct-means-direct
standard,” noting that National Union did not identify any Ohio decisions that declined to apply a proximate cause
standard in determining “direct” loss.!!”

The Sixth Circuit also found that the meaning of the phrase “resulting directly from” in the context of Endorsement
17 was ambiguous:

[W]e find that the phrase “resulting directly from” does not unambiguously limit coverage to loss resulting
“solely” or “immediately” from the theft itself. In fact, Endorsement 17 provided coverage for loss that the
insured sustained “resulting directly from” the “theft of any Insured property by Computer Fraud,” which
includes the “wrongful conversion of assets under the direct or indirect control of a Computer System by means
of . .. fraudulent accessing of such Computer System.”!!8

The Sixth Circuit further held that the exclusion in Paragraph 9 of Endorsement 17 did not bar coverage. Paragraph
9 provided the following:

Coverage does not apply to any loss of proprietary information, Trade Secrets, Confidential Processing Methods,
or other confidential information of any kind.!!”

skeskok
[T]he stolen customer information was not “proprietary information” at all, since the information is owned or
held by many, including the customer, the financial institution, and the merchants to whom the information is
provided in the ordinary stream of commerce.'?°

The Sixth Circuit also rejected National Union’s argument that the customer information came within the broad
“catch-all” clause excluding coverage for “loss of . . . confidential information of any kind.”'?! Under the principle of
ejusdem generis, the general term must take its meaning from the specific terms with which it appears. The phrase “loss
of . . . confidential information of any kind” should be interpreted as part of the phrase “proprietary information, Trade
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Secrets, [and] Confidential Processing Methods”, which are “specific terms that all pertain to secret information of
Plaintiffs which involves the manner in which the business is operated.”'?> The Sixth Circuit, therefore, found that the
district court did not err in finding that the loss was not excluded by Paragraph 9 of Endorsement 17.123

2. Concurrent Causation Doctrine Applied to Prevent Application of Exclusions
in Computer Fraud Claim

In State Bank of Bellingham v. Banclnsure, Inc.,'?* the Court of Appeals for the Eighth Circuit found that the
concurrent causation doctrine applied to prevent the application of certain exclusions to a computer fraud claim. The
Eighth Circuit affirmed the district court’s grant of summary judgment in favor of the State Bank of Bellingham, finding
coverage under the financial institution bond'?* issued by BancInsure for a loss resulting from unauthorized wire transfers
despite the fact that employees failed to follow policies and procedures.

In this case, Bellingham used the Federal Reserve’s FedLine Advantage Plus system to make wire transfers.!?6 The
wire transfers were made through a desktop computer connected to a Virtual Private Network device provided by the
Federal Reserve. To complete a wire transfer via FedLine, two employees had to enter their individual usernames, insert
individual physical tokens into the computer, and type in individual passwords and passphrases.!?’

A Bellingham bank employee completed a FedLine wire transfer by using her token, password, and passphrase, as
well as the token, password, and passphrase of a second employee.'?8 At the end of the workday, the employee left the
two tokens in the computer and left the computer running.!'?® When the employee arrived at work the next day, she
discovered that two unauthorized wire transfers had been made from Bellingham’s Federal Reserve account to two
different banks in Poland.!** The employee was unable to reverse the transfers through the FedLine system and
immediately contacted the Federal Reserve to request reversal of the transfers.!3! The Federal Reserve refused to reverse
the transfers, but did contact intermediary institutions and was able to reverse one of the fraudulent transfers.!3?

Bellingham sought coverage for the fraudulent transfers under the bond issued by Banclnsure, which provided
coverage for losses caused by employee dishonesty and forgery, as well as computer system fraud.!3* An investigation
determined that a “Zeus Trojan horse” virus had infected the computer and permitted access to the computer for the
fraudulent transfers.!3* After its investigation, BancInsure concluded the loss was not covered based on two employee-
caused loss exclusions, an exclusion for theft of confidential information, and an exclusion for mechanical breakdown
or deterioration of a computer system. '3’

The district court granted summary judgment to Bellingham on its breach of contract claim, finding that “the
computer systems fraud was the efficient and proximate cause of [Bellingham’s] loss.”!3¢ The court further held that
“neither the employees’ violations of policies and practices (no matter how numerous), the taking of confidential
passwords, nor the failure to update the computer’s antivirus software was the efficient and proximate cause of
[Bellingham’s] loss.”!37 The Eighth Circuit affirmed the district court’s decision, noting that Minnesota has adopted the
concurrent-causation doctrine, under which “[a]n insured is entitled to recover from an insurer when [the] cause of the
loss is not excluded under the policy, even though an excluded cause may also have contributed to the loss.”!38

BanclInsure also argued that even if the district court correctly applied the concurrent-causation doctrine to the bond,
it erred in concluding that the criminal activity of a third party was the “overriding, or efficient and proximate cause of
the loss.”'? The Eighth Circuit did not agree, finding that the “efficient and proximate cause” of the loss was the illegal
transfer of the money and not the employees’ violations of policies and procedures.!*? Even if the employees’ negligent
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actions “played an essential role” in the loss and created a risk of intrusion into Bellingham’s computer system by the
virus, the “intrusion and the ensuing loss of bank funds” was not “certain” or “inevitable.”'*! The Eighth Circuit
concluded, therefore, that the district court properly granted summary judgment.'4?

3. Mere Use of an Email to Advance a Fraud Did Not Create a Covered Claim Under
Computer Fraud Coverage

In Apache Corp. v. Great American Insurance Company,'4} the Court of Appeals for the Fifth Circuit vacated the
district court’s award of summary judgment in favor of Apache, finding that Apache’s loss resulting from fraudulent
instructions to change a vendor’s payment information was not covered by the “Computer Fraud” provision of Apache’s
crime-protection insurance policy.!44

Apache is an oil-production company based in Houston, Texas that operates internationally. An employee of Apache
located in Scotland received a telephone call from a person identifying herself as a representative of Petrofac, one of
Apache’s vendors, instructing Apache to change the bank-account information for its payments to Petrofac.!# The Fifth
Circuit summarized the relevant facts, as follows:

Here, the “computer use” was an email with instructions to change a vendor’s payment information and make
“all future payments” to it; the email, with the letter on Petrofac letterhead as an attachment, followed the initial
telephone call from the criminals and was sent in response to Apache’s directive to send the request on the
vendor’s letterhead. Once the email was received, an Apache employee called the telephone number provided
on the fraudulent letterhead in the attachment to the email, instead of, for example, calling an independently-
provided telephone contact for the vendor, such as the pre-existing contact information Apache would have used
in past communications. Doubtless, had the confirmation call been properly directed, or had Apache performed
a more thorough investigation, it would never have changed the vendor-payment account information. Moreover,
Apache changed the account information, and the transfers of money to the fraudulent account were initiated
by Apache to pay legitimate invoices. !4

Within a month, Apache received notification Petrofac had not received approximately $7 million Apache had
transferred to the new (fraudulent) account. Apache recouped a substantial portion of the funds, but claimed it lost
approximately $2.4 million.'#” Apache submitted a claim to Great American. The “Computer Fraud” portion of Apache’s
crime-protection insurance policy stated:

We will pay for loss of, and loss from damage to, money, securities and other property resulting directly from
the use of any computer to fraudulently cause a transfer of that property from inside the premises or banking
premises: a. to a person (other than a messenger) outside those premises; or b. to a place outside those
premises. 48

Great American denied coverage on the basis that Apache’s “loss did not result directly from the use of a computer
nor did the use of a computer cause the transfer of funds.”'*® Great American also argued that “coverage under this
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[Computer Fraud] provision is ‘unambiguously limited’ to losses from ‘hacking and other incidents of unauthorized
computer use.””150

Apache filed a coverage action against Great American. The district court denied Great American’s motion for
summary judgment, ruling that “the intervening steps of the [post-email] confirmation phone call and supervisory
approval do not rise to the level of negating the email as being a ‘substantial factor.””!>! The court further reasoned that,
“if the policy only covered losses due to computer hacking, such an interpretation would render the policy ‘pointless.””!52

Great American relied on several non-Texas decisions interpreting similar computer-fraud language to support of its
argument against coverage for Apache’s claim. The Fifth Circuit acknowledged that the Supreme Court of Texas has
“stressed its policy preference for ‘uniformity when identical insurance provisions will necessarily be interpreted in
various jurisdictions.””'> Great American cited Pestmaster Services, Inc. v. Travelers Casualty & Surety Company of
America,'>* in which the Court of Appeals for the Ninth Circuit affirmed the district court’s denial of coverage where the
underlying fraud was committed by a payroll contractor who was authorized to initiate transfers of funds from the insured
to the contractor’s bank account in order to pay invoices approved by the insured. Instead of paying the invoices, the
contractor fraudulently used the insured’s funds to pay her own expenses, ultimately leaving the insured indebted to the
Internal Revenue Service for payroll taxes. The district court found that “there was no loss when funds were initially
transferred to [the contractor] because the transfers were authorized by [the insured].”!>

In affirming the district court’s decision that the Computer Fraud provision did not provide coverage, the Ninth
Circuit interpreted “the phrase ‘fraudulently cause a transfer’ to require an unauthorized transfer of funds.””!3¢ “Because
computers are used in almost every business transaction, reading this provision to cover all transfers that involve both a
computer and fraud at some point in the transaction would convert this Crime Policy into a ‘General Fraud’ Policy”,
essentially covering losses from all forms of fraud rather than a specified risk category.”!57

Great American also noted that similar policy language was at issue in Vonage Holdings Corp. v. Hartford Fire
Insurance Co.,'>® in which the district court denied the insurer’s motion to dismiss and allowed the insured’s claim to go
forward. In Vonage, however, “the insured was unquestionably ‘hacked’—hackers gained access to the insured’s servers
to fraudulently route international telephone calls.”'>®

Here, the Fifth Circuit found that the email purportedly from Petrofac was part of a scheme to defraud Apache; “but,
the email was merely incidental to the occurrence of the authorized transfer of money. To interpret the computer-fraud
provision as reaching any fraudulent scheme in which an email communication was part of the process would, as stated
in Pestmaster 11, convert the computer-fraud provision to one for general fraud.”!¢0

4. Fraud Committed Through the Use of a Telephone Was Not “Computer Fraud”
Despite the Fact that a Computer Was Involved

In InComm Holdings, Inc. v. Great American Insurance Company,'®! the District Court for the Northern District of
Georgia found there was no coverage under the Computer Fraud Provision in the policy issued to InComm by Great
American for a processing vulnerability by which a debit card holder could cause credit to be loaded onto their debit card
in multiples of the credit amount purchased.

InComm provided a service enabling debit card purchasers to load funds onto prepaid debit cards by purchasing
“chits” from retailers, such as CVS or Walgreens, for the amount of the chit plus a small service fee.!%> InComm’s process
consisted of an Interactive Voice Response (IVR) system and Application Processing Servers (APS).'®3 The IVR used
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eight computers that allowed a debit card holder to request transactions on their debit card account by using telephone
voice commands or telephone touch-tone codes.

The best way to understand InComm’s debit card processing service is to begin with the flow chart that the court
used to illustrate how the chit redemption process worked.'®* The prepaid debit cards were issued by Bancorp Bank
(Bancorp). InComm was the Program Manager for Bancorp.!®> Bancorp issues a prepaid debit card to a customer. The
customer wants to add $100 to his card and purchases a chit for $100, plus a small administrative fee, at a retailer. The
retailer wires $100 from that sale to InComm’s Wells Fargo account. InComm wires $100 to Bancorp within 15 days of
the chit redemption. When the customer is ready to redeem the $100 chit, the customer calls InComm’s IVR system and
enters the required information; $100 immediately becomes available on the debit card after that redemption. The
customer makes a $100 purchase with the debit card, e.g., uses the debit card to buy a nice dinner. Bancorp transmits
$100 to the restaurant to cover the purchase.!®

Debit card holders pay a one-time fee for each chit they purchase, each chit represents the amount purchased, and
each chit is to be redeemed only once.'®” From November 2013 to May 2014, there was a “code error” in InComm’s IVR
system which permitted chits to be redeemed more than once, allowing cardholders to obtain more chit credit than that
for which they paid.'¢8

In order to obtain multiple redemptions of a single chit, cardholders used more than one telephone simultaneously to
access InComm’s IVR system to request redemption of the same chit. The simultaneous redemption requests exploited
InComm’s coding error, causing the IVR system to send to the APS system a “RedeemReload” request to redeem the
chit, followed by a “Reverse” request, which returned the chit to its original, unredeemed status.!®® This allowed
cardholders to redeem the same chit, multiple times, using the simultaneous phone call scheme.!’® The unauthorized
redemptions caused InComm to wire over $10,000,000 to Bancorp.!'”!

InComm notified Great American of its claimed losses resulting from the unauthorized chit redemptions and
submitted its sworn proof of loss. Great American denied coverage on the basis that InComm’s loss did not result from